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Theorem Proving1 Des
ribe the system in a way that allows reasoning2 Prove property by logi
al reasoningThis 
an be entirely manual, or using the help of a theorem prover(e.g. Coq) that is not fully automati
.Problem: it is hard to produ
e a 
ounterexample when a theorem isfalse.Resear
h work in the area: new proof systems, study of the expressivepower of various logi
s...Alexandre Duret-Lutz An Introdu
tion to Model Che
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Model 
he
king
An automati
 approa
h to formal veri�
ation.An exhaustive veri�
ation of all behaviors of a model.The 
at
h: the model has to be abstra
t enough (i.e. not toodetailed) to allow its 
omplete exploration.
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Example: an Algorithm for Mutual Ex
lusionGlobal variables: reqP and reqQ .Pro
ess P (in�nite loop)1. reqP ← 12. wait(reqQ = 0)3. Criti
al Se
tion4. reqP ← 0 Pro
ess Q (in�nite loop)1. reqQ ← 12. wait(reqP = 0)3. Criti
al Se
tion4. reqQ ← 0Initial state: P = 1, Q = 1, reqP = 0, reqQ = 0.Properties to 
he
k:1 At any time, there is at most one pro
ess in Criti
al Se
tion.2 Any pro
ess requesting entran
e to the CS will eventually enterit.3 The order of entran
es to the CS should follow the order ofrequests.Alexandre Duret-Lutz An Introdu
tion to Model Che
king 5 / 33



Example: State Spa
e or A

essibility GraphP = 1, reqP = 0Q = 1, reqQ = 0
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Property 1
At any time, there is at most one pro
ess in CS.Translation: there is no state with P = 3 and Q = 3.It is true.To 
he
k this property we need to explore the entire state spa
e on
e.We only need to know the set of states, not how they are 
onne
ted.
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Property 2Any pro
ess requesting entran
e to CS will eventually enter it.Translation: any exe
ution that visits a state with P = 2 should latervisit a state with P = 3; likewise for Q = 2 and Q = 3.It is false.The state P = 2, reqP = 1Q = 2, reqQ = 1 has no su

essor (it is a deadlo
k).To 
he
k this property, we have to know the entire graph (statesalone are not enough).Alexandre Duret-Lutz An Introdu
tion to Model Che
king 8 / 33



Property 3
The order of entran
es into the CS follow the order of requests.Translation: any exe
ution path that sees a state withP = 2 ∧ Q = 1 should not visit any state with Q = 3 before visitinga state with P = 3 (+ symmetri
 property for Q).It is true if we ignore the deadlo
k.Same kind of veri�
ation as property 2.
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A Formalization
Represent the system using a �nite automaton.Represent the property using a temporal logi
 formula.To 
ompare these two obje
ts, 
onvert the temporal logi
formula into an automaton.Some work on the two automata will tell us if they are�
ompatible�.
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Propositional Logi
: the PresentPropositional logi
 formulas 
an be use 
hara
terize one instant.r : red light ony : yellow light ong : green light onr ∧ y ∧ g = , r ∧ ¬y ∧ ¬g = , ¬r ∧ ¬y ∧ g = ,
¬r ∧ ¬y ∧ ¬g = .How 
an we say that pre
edes ?How 
an we say that the system is not always ?

⇒ we need to make time apparent in the formulaAlexandre Duret-Lutz An Introdu
tion to Model Che
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Linear-time Temporal Logi
 (LTL) OperatorsLet f and g be two propositional logi
 formulas:ffPresent fX fNext
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LTL: ExamplesNext X f f is true at next instantGlobally G f f it true at all instantsFinally F f f will be true eventually (now or in the future)Until f U g f stays true until g be
omes true
¬G(r ∧ ¬y ∧ ¬g): the system is not always .G((¬r ∧ y ∧ ¬g)→ X(r ∧ ¬y ∧ ¬g)): always imm. �w'd by .GF(¬r ∧ ¬y ∧ g): the systems is in�nitely often .These formulas 
an be translated into automata.Alexandre Duret-Lutz An Introdu
tion to Model Che
king 13 / 33



TGBA: Generalized Bü
hi AutomataA Transition-based Generalized Bü
hi Automata has:a set of states, with a designated initial state,a set of transitions between these states, labeled by propositionallogi
 formulas,a set of sets of transitions, 
alled a

eptan
e sets.An in�nite path in this automaton is a

epted if it visits in�nitelyoften a transition for ea
h a

eptan
e sets.
s1 s2 s3s4s5p ∧ qp ¬q p ∨ qqp p ∧ qp
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Example of TGBA for G(d → F r)
r ∨ ¬d

⊤

⊤

r
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Produ
t between a System and a TGBAāb
āb̄

ab̄
ab ⊗ a ∨ b ¬a

Alexandre Duret-Lutz An Introdu
tion to Model Che
king 16 / 33



Produ
t between a System and a TGBAāb
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Automata Theoreti
 Approa
h to Model Che
king
High-level modelM

State-spa
e generation
State-spa
e automatonAM Syn
hronized produ
t

L (AM ⊗ A¬ϕ) =
L (AM) ∩L (A¬ϕ)

Negated formulaautomatonA¬ϕ

LTL→Bü
hitranslation

LTL formula
ϕ

Produ
t automatonAM ⊗ A¬ϕ
Emptiness 
he
k

L (AM ⊗ A¬ϕ) ?
= ∅

M |= ϕor
ounterexampleAlexandre Duret-Lutz An Introdu
tion to Model Che
king 17 / 33



Tableau Rules for Propositional Logi
formula set 1st 
hild 2nd 
hild
Γ ∪ {¬⊤} Γ ∪ {⊥}
Γ ∪ {¬⊥} Γ ∪ {⊤}
Γ ∪ {¬¬f } Γ ∪ {f }
Γ ∪ {f ∧ g} Γ ∪ {f , g}
Γ ∪ {f ∨ g} Γ ∪ {f } Γ ∪ {g}

Γ ∪ {¬(f ∧ g)} Γ ∪ {¬f } Γ ∪ {¬g}
Γ ∪ {¬(f ∨ g)} Γ ∪ {¬f ,¬g}
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Tableau for ¬ϕ with ϕ = ¬(¬A ∨ B) ∨ (¬(A ∧ C ) ∨ (B ∧ C ))
{¬(¬(¬A ∨ B) ∨ (¬(A ∧ C ) ∨ (B ∧ C )))}
{¬¬(¬A ∨ B),¬(¬(A ∧ C ) ∨ (B ∧ C ))}
{¬A ∨ B,¬(¬(A ∧ C ) ∨ (B ∧ C ))}
{¬A ∨ B,¬¬(A ∧ C ),¬(B ∧ C )}
{¬A ∨ B,A ∧ C ,¬(B ∧ C )}
{¬A ∨ B,A,C ,¬(B ∧ C )}

{¬A,A,C ,¬(B ∧ C )} {B,A,C ,¬(B ∧ C )}
{B,A,C ,¬B} {B,A,C ,¬C}Alexandre Duret-Lutz An Introdu
tion to Model Che
king 19 / 33



LTL and AutomataX a ab̄ ab āb
· · ·

⊤ a ⊤aU b ab̄ ab̄ ab āb̄
· · ·ba ⊤aU b ≡ b ∨ (a ∧X(aU b))Alexandre Duret-Lutz An Introdu
tion to Model Che
king 20 / 33
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Tableau for (X a) ∧ (bU¬a)
{(X a) ∧ (bU¬a)} Règles de tableauformula set 1st 
hild 2nd 
hild
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(X a) ∧ (bU¬a) into TGBA
{(X a) ∧ (bU¬a)}
{X a, bU¬a}

{X a, ¬a }
{ a }
∅

{X a, b ,X(bU¬a), P¬a }
{a, bU¬a}

{a,¬a} { a, b ,X(bU¬a), P¬a }
{bU¬a}

{ ¬a } { b ,X(bU¬a), P¬a }

¬a b
a
⊤

a ∧ b
b¬a
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Automata Theoreti
 Approa
h to Model Che
king
High-level modelM

State-spa
e generation
State-spa
e automatonAM Syn
hronized produ
t
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Ex.: 
lients/server with syn
hronized automata1 2srClient C 12 3r1s1 r2s2Server S − ×

adChannel BSyn
hronization rules for the system 〈C ,C , S ,B,B,B,B〉:
(1) 〈 s , . , . , . , . , a , . 〉
(2) 〈 . , s , . , . , . , . , a 〉
(3) 〈 r , . , . , d , . , . , . 〉
(4) 〈 . , r , . , . , d , . , . 〉
(5) 〈 . , . , r1 , . , . , d , . 〉
(6) 〈 . , . , s1 , a , . , . , . 〉
(7) 〈 . , . , r2 , . , . , . , d 〉
(8) 〈 . , . , s2 , . , a , . , . 〉If a 
lient sends a request, will he always get an answer?Alexandre Duret-Lutz An Introdu
tion to Model Che
king 25 / 33



State spa
e for this example111
−−−−211

−−×−
121

−−−×212
−−−−

221
−−××

123
−−−−211

×−−−
222

−−−×
223

−−×−
121

−×−−221
×−−×

221
−××−223

×−−−
222

−×−−221
××−−

q0q1 q2q3 q4 q5q6 q7 q8 q9q10 q11q12 q13q14Alexandre Duret-Lutz An Introdu
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Atomi
 propertiesWe will write properties regarding sending and re
eiving messages:Let AP = {a1, a2, r1, r2} with:a1: an answer is on its way between S and C1a2: an answer is on its way between S and C2r1: a request is on its way between C1 and Sr2: a request is on its way between C2 and SThe property �if a 
lient sends a request, he will get an answer� 
anbe rewritten as �∀i ∈ {1, 2} an exe
ution that visits a state where riis true will visit a state where ai is true.�Alexandre Duret-Lutz An Introdu
tion to Model Che
king 27 / 33



Kripke Stru
ture for this exampler̄1 r̄2d̄1d̄2r̄1 r̄2d1d̄2 r̄1 r̄2d̄1d2r̄1 r̄2d̄1d̄2 r̄1 r̄2d1d2 r̄1 r̄2d̄1d̄2r1 r̄2d̄1d̄2 r̄1 r̄2d̄1d2 r̄1 r̄2d1d̄2 r̄1r2d̄1d̄2r1 r̄2d̄1d2 r̄1r2d1d̄2r1 r̄2d̄1d̄2 r̄1r2d̄1d̄2r1r2d̄1d̄2

q0q1 q2q3 q4 q5q6 q7 q8 q9q10 q11q12 q13q14Alexandre Duret-Lutz An Introdu
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Exploring the Kripke Stru
ture�an exe
ution that visits a state where ri is true will visit a statewhere ai is true.� In LTL: G(ri → F ai).(by symmetry on the model, let's deal only with i = 1).We are looking for a 
ounterexample: an exe
ution that visits a statewhere r1 is true and whi
h will never verify a1 from then on. In LTL:
¬G(r1 → F a1) = F(r1 ∧G¬a1)
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ution that visits a statewhere r1 is true and whi
h will never verify a1 from then on. In LTL:
¬G(r1 → F a1) = F(r1 ∧G¬a1)Su
h a 
ounterexample 
an be represented by a (transition-based)Bü
hi automaton:

⊤

r1 ∧ ¬a1
¬a1qC qDWhere a

epting runs must visit transitions with in�nitely often.Alexandre Duret-Lutz An Introdu
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Syn
hronized Produ
tq0, qCq1, qC q2, qCq3, qC q4, qC q5, qCq6, qC q7, qC q8, qC q9, qCq10 , qC q11 , qCq12 , qC q13 , qCq14 , qC

q0, qDq1, qD q2, qD
q3, qD q4, qD q5, qD

q6, qD q7, qD q8, qD q9, qD
q10 , qD q11 , qDq12 , qD q13 , qDq14 , qDAlexandre Duret-Lutz An Introdu
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Automata Theoreti
 Approa
h to Model Che
king
High-level modelM

State-spa
e generation
State-spa
e automatonAM Syn
hronized produ
t

L (AM ⊗ A¬ϕ) =
L (AM) ∩L (A¬ϕ)

Negated formulaautomatonA¬ϕ

LTL→Bü
hitranslation

LTL formula
ϕ

Produ
t automatonAM ⊗ A¬ϕ
Emptiness 
he
k

L (AM ⊗ A¬ϕ) ?
= ∅

M |= ϕor
ounterexampleAlexandre Duret-Lutz An Introdu
tion to Model Che
king 32 / 33



Con
lusionBü
hi automata 
an be used to represent sets (�nite or in�nite)of in�nite behaviors. Some operations are easy to perform onthese sets: union, interse
tion, and emptiness 
he
k. Some areharder (e.g. 
omplementation, universality 
he
k)By redu
ing the veri�
ation problem to some operations betweenautomata, we a
tually obtained an e�
ient veri�
ationpro
edure.Bottlene
k: translating a formula of size n 
an lead to a TGBAof size 2O(n). The size of the produ
t of two automata isbounded by the produ
t of the sizes, so it is important to havesmall automata on both sides. Emptiness 
he
k is linear in thesize of the produ
t.For CSE students: the automata seen in ToC are simpler be
ausethey re
ognize �nite words. Yet they allow similar operations andappli
ations.Alexandre Duret-Lutz An Introdu
tion to Model Che
king 33 / 33
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